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Abstract—Distributed maritime bridge systems are customary
standard equipment on today’s commercial shipping and cruising
vessels. The exchange of nautical data, e.g., geographical posi-
tions, is usually implemented using multicast network communi-
cation without security measures, which poses serious risks to the
authenticity and integrity of transmitted data. In this paper, we
introduce digital SIGnatures for MARitime systems (SIGMAR),
a low-cost solution to seamlessly retrofit authentication of nautical
data based on asymmetric cryptography. Extending the existing
IEC 61162-450 protocol makes it is possible to build a backward-
compatible authentication mechanism that prevents common
cyber attacks. The development was successfully accompanied
by permanent investigations in a bridge simulation environment,
including a maritime cyber attack generator. We demonstrate
SIGMAR’s feasibility by introducing a proof-of-concept imple-
mentation on low-cost and low-resource hardware and present a
performance analysis of our approach.

Index Terms—Maritime Cyber Security; Authentication; In-
tegrity; IEC 61162-450; NMEA 0183
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The vast majority of goods transported by many countries
travel by sea. As an important driver of the global economy,
but also because of the national supply of essential goods
and the transport of dangerous cargoes, the shipping industry
must be classified as critical infrastructure. Like all branches
of industry, the shipping industry has been revolutionized by
digitization. Furthermore, the emergence of civil global nav-
igation satellite systems (GNSSs), primarily the Global Posi-
tioning System (GPS), has fundamentally changed navigation
in shipping. Today’s vessels heavily depend on cyber-physical
systems with highly interconnected sensors and actors that
are integrated into so-called maritime systems. Those systems
greatly support navigation by integrating and cross-validating
nautical data. An electronic chart display and information
system (ECDIS) displays nautical data in an optimized format,
which enables the changeover to electronic nautical charts
(ENCs) and brings considerable advantages in decision support
and automation, not only with regard to navigation [15]. At the
same time, however, certain dependencies from a functioning
and available maritime infrastructure arise, which is by no
means immune to cyber attacks [16].

Unlike technologies in other economic sectors, vessels
come with a long operation time and, as maritime systems
are strongly embedded, accordingly outdated technologies
are used. Hence, in practice, they are very vulnerable and

lucrative targets to cybercrime. This vulnerability becomes an
increasingly threatening challenge with national interest.

In the context of Maritime Cyber Security (MCS), research
has recently revealed various attack surfaces [5], [6], [16], such
as GNSS [3], the automatic identification system (AIS) [2]
or very-small-aperture terminals (VSATs) [12]. Other attacks
try to undermine the security of integrated bridge systems
(IBSs) [1], [10], [11] by manipulating the communication of
sensitive data for situational awareness. Because bridge crews
are usually unaware of cyber risks and not trained to respond
appropriately, the integrity and authenticity of data transferred
to an ECDIS are of utmost importance, from an MCS perspec-
tive. For this reason, we present a security framework enabling
a cost-effective approach for retrofitting authentication and
integrity of nautical data to maritime systems. Overall, the
contribution of this paper can be summarized as: i) a cyber
security threat analysis for inside attacks on the IBS in
maritime systems, ii) SIGMAR, a holistic framework tailored
to retrofit digital SIGnatures for MARitime systems, and iii) a
qualitative security assessment, as well as, a feasibility study
of our approach including a technical performance evaluation.

The remainder of the paper is organized as follows.
Section II provides a brief background on maritime systems.
Then, a cyber threat analysis is conducted including related
work (Sec. III), before our security framework is introduced
along with a discussion of its security features (Sec. IV).
Afterward, in Section V, a performance analysis of SIGMAR
is conducted. Finally, the last section concludes the paper.

II. MARITIME BACKGROUND

Maritime systems onboard modern vessels provide up-to-
date situational awareness and decision support through a
distributed sensor network. Such aids, in part already com-
bined with automation, enable a significant reduction in the
number of crew members of today’s vessels while increasing
maritime safety. Maritime systems of commercial shipping,
e.g., cargo ships and tankers, but also of cruising vessels,
usually consist of information technology (IT) and operational
technology (OT) networks. While the latter are generally
traditional industrial control systems, e.g., for control of the
engine and ballast water systems, the former enable IBSs and
rely on IEEE 802.3 Ethernet as a well-established standard for
the communication of nautical data.
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Fig. 1. An exemplary architecture of a typical maritime
system onboard commercial vessels, cf. [3], [11], [15].
A distributed IEC 61162-450 IT network connects various
sensor and actor devices distributed across the vessel to the
IBS. Due to the lack of physical protection of long cable
runs, there is a risk of cyber attacks, either as PotS (A1)
or PitM (A2), which can be mitigated by SIGMAR com-
ponents (Si and V ).

Typical components connected within suchlike IT networks
comprise: i) computer-based navigation systems, known as
ECDISs, GNSS receivers, an AIS transceiver, a maritime
radar system for collision avoidance, echo sounders, meteo-
rological sensors, and numerous other advanced electronics,
ii) the conning workstation also connected to the OT network
with engine and ballast water systems, which possibly has an
interface for autopilot features offered by the IBS, and iii) a
voyage data recorder (VDR). Furthermore, VSATs provide
permanent Internet connectivity not only for the mentioned
components but often also for additional services such as crew
welfare and passenger entertainment systems. Many of these
components are defined as mandatory for vessels of a certain
size by the International Maritime Organization (IMO) [14].
For this reason, such vessels usually have maritime systems,
which are built according to the scheme shown in Fig. 1.

The serial exchange of nautical data between marine
electronics within the IT network is usually done using
NMEA 0183, a standard that was initially defined in the
1980s by the National Marine Electronics Association and
specifies a set of ASCII-based datasets to encode nautical
information, so-called NMEA sentences with a maximal length
of 82 characters. Nowadays, NMEA sentences are widely
established as an encoding format even beyond shipping, e.g.,
also for data transfer from standard GPS receivers to PCs. To
make use of common network technology in maritime systems,
manufacturers started to use NMEA sentences to provide
nautical information via TCP or UDP. This gave rise to the
Lightweight Ethernet (LWE) protocol which was standardized
in IEC 61162-450 [8] in 2011 and enables multi-sender, multi-
receiver communication in maritime systems.

From a technical perspective, IEC 61162-450 bases on the
UDP/IP stack. It uses IPv4 multicast with individual receiver
groups according to the equipment type. However, because of
the assumption of air-gapped systems, IT security initially did
not play any role in designing the standard. Thus, the commu-
nication, even of sensible nautical information for ENCs, route
planning, and autopilot commands, is not protected. Only in
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Fig. 2. PDU format of IEC 61162-450 datagram encapsulated in an Ethernet
frame a) of an NMEA 0183 sentence and b) of a binary message.

a recent version of the standard (2018) [8], a simple message
authentication code (MAC) option was added, suggesting MD5
as the default hash algorithm which is known to be insecure
for digital signatures [17].

The payload sent by the IEC 61162-450 is encapsulated
in UDP datagrams, cf. Fig. 2. There are basically two types
of payloads: NMEA sentences and binary files, which are
distinguished by a token in the header. For NMEA sentences,
one or more transport annotate and group (TAG) blocks are
added for additional information (separated by \), before the
actual data. Each TAG has a maximum size of 80 bytes and
contains comma-separated key-value pairs, e.g., s:GP0001 for
source identification (ID). A two-digit XOR-based checksum
is included at the end of each TAG block. The NMEA sentence
begins after the last TAG block and starts with the typical $.

Compared to NMEA sentences, binary files can be of
arbitrary length and, thus, are typically fragmented into a
sequence of several IEC datagrams due to the maximum
transmission unit of Ethernet. The first binary fragment in a
sequence includes a binary file descriptor that, among others,
contains information about the number of fragments (Fig. 2).

III. CYBER THREAT ANALYSIS

In practice, no two vessels are alike. Even the vessels
of the same shipping company, manufactured in the same
shipyard, are unique. Thus, their onboard maritime systems
are also individual, which poses challenges to generic MCS.
Nevertheless, as mentioned in the previous section, there are
common similarities in their network architecture, cf. Fig. 1.
This architecture and its components reveal different attack
surfaces for cyber attacks as surveyed, e.g., in [6], [16]. Cyber
threats in the maritime domain are not new. From various
historical incidents, it is known that maritime systems are not
immune to attacks [1], which attracted the attention of security
research and produced comprehensive risk analysis [4], [16].

Cyber attacks can have different motivations. They can be
carried out by generic hackers, activists, competitors, or even
terrorists for economic or idealistic reasons [4]. According
to [16], the three top categories of cyber risks are IT, OT,
and human elements. Furthermore, attacks can generally be
executed by external or internal attackers. External attackers
could remotely attempt to mislead the navigation, e.g., by
spoofing GPS signals [3] or to eavesdrop VSAT traffic, as
recently demonstrated in [12]. The latter can pave the way for
the attacker to get illegitimate access to sensible information
enabling further attacks and eventually gaining full access to
internal networks, thus, bridging the air gap.



Once having access to the maritime IT system, an attacker
can pursue various objectives. To eavesdrop (passive), actively
craft nautical messages, or carry out replay attacks, solely
network access is required, i.e., a Person-on-the-Side (PotS)
position. In case the attacker could gain a Person-in-the-
Middle (PitM) position, further more powerful attacks are
possible, which intercept, drop, delay, or even manipulate
legitimate datagrams (impersonating its origin or forging its
content). By this means, the attacker can make the vessel
unmaneuverable or mislead the navigation, which can lead
to collisions and serious damage. Therefore, the unprotected
delivery of nautical messages via IEC 61162-450 poses a great
danger.

Conventional countermeasures comprise physical security
preventing intruders from entering a vessel, perimeter se-
curity blocking external cyber attacks, and generic network
security [5]. In this paper, we focus on preventive security
measures in case those conventional countermeasures are
overcome. Hence, we consider internal attacks against the IT
network, i.e., by both PotS (A1) and PitM (A2) attackers, as
sketched in Fig. 1. Therefore, we propose a security framework
that adds authenticity and integrity to nautical datagrams of
the IEC 61162-450 standard by retrofitting specific low-cost
hardware components (Si and V ). However, it should be noted
that our framework cannot prevent Denial of Service (DoS)
attacks that jam the shared medium.

The latest version of the IEC 61162-450 [8] standard
introduces optional authentication, which is a simple MD5
MAC for a messagem that is concatenated with a key k, i.e.
MD5k(m) = h(k||m). However, MD5 is generally considered
broken [17] and suchlike simple implementations are vulnera-
ble to collision and length extension attacks. Thus, authenticity
cannot be guaranteed by the standard.

To the best of our knowledge, there is no related work
directly addressing the authenticity of nautical data exchange
in maritime systems. However, with respect to the automotive
sector that is exposed to similar security challenges, there
are many approaches to retrofit authentication to Controller
Area Networks (CANs), mainly based on keyed-hash MACs
(HMACs) [7]. HMACs use cryptographic hash functions and
depend on pre-shared keys. They are not prone to length ex-
tension attacks, but non-repudiation cannot be ensured because
of common keys.

Intrusion Detection Systems (IDSs) represent a com-
plementary method, often achieving a reasonable resource
requirement without additional communication overhead.
Content-based multi-sensor anomaly detection, for instance,
can protect against manipulated messages. In addition, IDSs
can also be used for sender identification, as recently demon-
strated in the automotive sector [9]. Both methods can prevent
external attacks, but they do not necessarily offer sufficient
protection against sophisticated insider attacks.

A. Attack Scenario

The design of our framework is based on the following
assumptions. We assume that all devices at the bridge, par-

ticularly the ECDIS and at least important nautical sensors,
are deployed in a physically protected environment. However,
due to the vessel’s physical size, long cable runs cannot be
considered secure and are potentially exposed to network
attacks. Thus, we focus on PotS and PitM attacks exploiting
unsecured cable runs, cf. Fig. 1. External attackers purposely
interfering with sensors from outside the vessel, e.g., physical
GPS spoofing, are out of scope.

IV. ADDING AUTHENTICITY TO NAUTICAL DATAGRAMS

A. Security Goal

As a fundamental preventive security measure to ensure
authenticity and integrity of message transfer in general and
nautical datagrams in particular, it is inevitable to incorporate
cryptography into the communication. However, maritime
systems are strongly embedded. A replacement of existing
devices is difficult, labor-intensive, and time-consuming. Thus,
particularly from an economic perspective, a replacement is
usually simply too expensive. Moreover, because many devices
in maritime systems, such as highly optimized sensors and
actors, have only limited computing power and resources, the
execution of computationally intensive operations might not
always be possible with regard to time-critical transmissions.
Therefore, our main goal is to design an inexpensive yet ef-
fective approach to retrofit cryptographic security into existing
legacy maritime systems. The retrofitting should be minimally
invasive, i.e., with minimal changes with respect to their
underlying network and existing communication protocols.

B. Concept

As already discussed in Section III, authenticity and in-
tegrity can be ensured either by MACs using symmetric keys
for cryptographic hash functions or by digital signatures using
asymmetric cryptography. Both, if carefully implemented, en-
sure that attacks on the authenticity and integrity of datagrams
are detectable. The crucial advantages of our decision to
rely on signatures are threefold: the easier key distribution
and management, a lower risk in case individual devices are
compromised, and the non-repudiation property, providing a
considerable added value for the recording in VDRs.

1) Requirements for Cryptographic Algorithm: To inte-
grate digital signatures into IEC 61162-450, it is necessary to
distinguish between NMEA and binary payloads. Regarding
NMEA messages, TAG blocks in the IEC header can be
leveraged by defining new TAGs, especially for signatures. The
IEC PDU has a maximal length of 1472 bytes (cf. Fig. 2), while
the maximum length of NMEA sentences is only 82 bytes.
Even taking into account already existing IEC TAGs, the max-
imal PDU length leaves enough room for common signatures.
However, one has to consider that additional signatures will in-
crease the communication overhead and that the length of each
TAG block is restricted to 80 bytes, already including 5 bytes
for control characters and a checksum. Hence, to maintain
compatibility with the standard, a signature size ≤ 75 bytes
is desirable. Concerning binary transmissions, we identified
the status and information text field in the first fragment’s



header to be a reasonable candidate to retrospectively include
the signature. It allows for a string of arbitrary length.

Besides the signature size, an important requirement for the
cryptographic algorithm is a low computational effort, at least
for signing due to low-resource adapters. In contrast, the veri-
fication is assumed to be performed centrally by a single, more
powerful device and, thus, does not need to be computationally
efficient. Finally, the algorithm should achieve a NIST security
level of 128 bits for symmetric cryptography (comparable to a
3072 bits RSA).

2) Cryptographic Algorithms: We compared available
cryptographic algorithms with regard to their suitability in
maritime systems concerning the metrics above. Only two
of these algorithms that fulfill the requirements are presented
here. Multivariate cryptography is considered efficient, espe-
cially for signing, and achieves short signatures. Signatures
generated by Rainbow with a 128-bit security level, for
instance, have a size of 372 bits only. Another approach is
offered by elliptic curve cryptography, which is successfully
applied even in the context of Wireless Sensor Networks.
The elliptic curve digital signature algorithm (ECDSA) is an
established algorithm of this class. It is also characterized by
short signatures and moderate performance, even on devices
with limited resources.

For the NIST recommendation of a 128-bit security level,
ECDSA (P-256) provides comparable security with a signature
size of 512 bits. The comparative performance evaluation
in [13] shows that depending on the implementation, ECDSA
is significantly faster than Rainbow. For this reason, we
consider the former to be the most reasonable choice for being
retrofitted to maritime systems, although the communication
overhead will be slightly higher due to longer signatures.

3) Signing and Verification: The digital signature is gen-
erated using the hash of the original IEC message, which
already contains a source ID TAG that is crucial for the
later validation of authenticity. However, to prevent replay
attacks, sequence numbers or timestamps are furthermore
needed. Since timestamps allow a stateless implementation
that is more flexible, particularly in multicast systems, we use
this altering information for replay mitigation. Timestamps are
implemented by an additional TAG in the IEC message.

Once the signature is computed, it is Base64 coded, which
is required to avoid possible conflicts with control characters.
As a result, the signature size is increased to 680 bits, which
exceeds the maximum length of a TAG. Thus, for NMEA
datagrams, signatures need to get split into two successive
TAGs. Although there are no such length limitations for signa-
tures in binary datagrams, our NMEA TAG format (source s:,
timestamp t:, and signature y:) is adopted for the sake of
consistency. However, in the likely case, a binary transmission
is fragmented into several IEC datagrams, the adapter first
needs to receive all fragments until it can proceed with signing
or verification processes, which implies a certain latency.

In the verification process, the integrity is initially checked
by all checksums and then the validity of the timestamp, i.e., if
the datagram is received within a certain threshold (currently

10 s). Finally, the actual signature is validated using the public
key belonging to the source ID found in the message.

C. System Architecture

The network architecture of our approach is sketched in
Fig. 1 based on a simplified maritime system. SIGMAR ex-
tends an existing system consisting of various IEC 61162-450-
compliant sensor and actuator devices connected to one (or
more) ECDISs by three additional components: i) a SIGMAR
adapter (Si) that is responsible for signing the messages
of source devices, ii) a SIGMAR verifier (V ) handling the
verification of signatures, and iii) a SIGMAR certificate au-
thority (CA) including a certificate repository that provides
the system’s public key infrastructure (PKI). All components
are assumed to be physically protected against unauthorized
access and, thus, to be trustworthy. Therefore, SIGMAR
adapters are placed in the close vicinity of certain sensors
transmitting IEC 61162-450 datagrams that are worth protect-
ing, e.g., GNSS or AIS devices. To this end, adapters (Si)
are added to the network as gateways, directly ”behind” the
sensor, cf. Fig. 1. To minimize potential interferences with
the existing system, adapters retain original IP addresses in
outgoing packets. Whereas multiple adapters can coexist in
a retrofitted maritime system, only a single verifier and a
single CA is required, unless for redundancy reasons. Unlike
adapters, both components are connected to the network like
usual devices and can run on a shared physical host system.

To secure the maritime system, individual key pairs and
the CA’s root certificate are pre-installed on each component
prior to its deployment. When a certain adapter is installed on
a sensor, it has to be initially registered at the verifier. For this
purpose, the IDs of both, adapter and sensor, and its scope, i.e.,
the type of IEC 61162-450 datagrams the sensor creates, are
transferred to the verifier, already along with a valid signature.

As a regular network device, the verifier operates in
parallel. Hence, verifications of signatures do not cause latency
to the system and do not affect existing receivers. A verifier
continuously monitors the entire network traffic. Whenever a
datagram of any registered device is observed, the datagram is
immediately inspected regarding its signature. If the datagram
is signed, its authenticity and its validity are further checked
as described above. Missing public keys can be inquired from
the CA on demand. In case the verification process fails, i.e.,
the signature is falsified, the integrity is violated, the datagram
is outdated, or the sensor data are out of a registered scope,
a potential attack is detected. Thus, a corresponding alert is
triggered, including information about its cause and all devices
involved. The same holds for the observation of illegally
unsigned datagrams from registered sensors. Moreover, the
initial registration of scopes also enables the validation of
the sender’s authorization for communicating certain data.
Hence, datagrams containing data that is out of the scope
of the corresponding sender can be classified as unauthorized
transmissions and will be reported as well.
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Fig. 3. Threat model of internal network attacks on nautical communications
originating from various starting points and our preventive countermeasures.

D. Security Considerations

Concrete reactive countermeasures against such attacks
are out of the scope of this paper and are also generally
difficult to define or even to automate. In practice, therefore,
the primary goal is to alert the crew and provide adequate
situational information. Hence, the latency introduced by the
verifier’s processing (time-to-alert) is negligible because of its
parallel operation that does not affect the original data flow
between senders and receivers. However, in future autonomous
maritime systems, adequate and timely countermeasures have
to be considered and implemented. In suchlike scenarios, mul-
tiple verifiers in gateway positions, similar to the adapters, or
integrated verifier software implementations within receiving
devices would be a reasonable option.

Furthermore, despite the assumption of physically pro-
tected environments for trustworthy sensors and their
adapters (cf. Sec. III-A), (un)plugging events of Ethernet cables
are monitored and reported by adapters. Moreover, periodic
and signed keep-alive messages are foreseen for SIGMAR
adapters that include the number of outgoing datagrams within
the last period. In this way, not only can the presence of an
adapter be monitored, but attacks that specifically intercept
and drop individual messages can also be detected. However,
those features shift SIGMAR towards an IDS. As they are not
our focus, details are not discussed further here.

In conclusion, the security features enabled by SIGMAR
are summarized in Fig. 3 and confronted with the possible
cyber attacks from the threat analysis in Section III. Note that
the risk of eavesdropping could be mitigated by encryption.
However, this risk is assumed to be uncritical, since the
security goal of confidentiality, if at all, plays only a minor
role in maritime systems, at least for civilian and commercial
shipping. Furthermore, bogus information generated by a com-
promised sensor cannot be counteracted with our approach.

E. Implementation

The proof-of-concept implementation of SIGMAR is de-
liberately lightweight, modular, and open-source. It is based on
Python 3 using Scapy for packet-level processing and OpenSSL
for cryptography. Thus, SIGMAR components can be executed
on standard Linux systems, also on low-cost system-on-a-
chip platforms, such as the Raspberry Pi family. It is devel-
oped using a special virtualized testing environment allowing
distributed setups according to Fig. 1. Also, the execution of

Sensor 

ECDIS 

eth1 

eth1 

eth0 

eth0 

eth0 

switched Ethernet 

Evaluation PC SIGMAR Adapter 

SIGMAR Verifier 

Fig. 4. Setup used for the performance analysis. The originally insecure
communication between sensor and ECDIS is extended by a SIGMAR adapter
as a sensor gateway that adds digital signatures to nautical datagrams. A
dedicated verifier monitors message authentication and sensors’ authorization.

various simulated attacks on the network layer is possible,
enabled by a comprehensive attack framework ranging from
simple replay attacks to sophisticated GPS spoofing beyond
SIGMAR’s scope. Moreover, real-world network traces from
the maritime domain can be imported for simulation purposes.
By doing so, we used a trace collected from a research
vessel (Deneb) to continuously evaluate SIGMAR’s security
countermeasures during the development with regard to po-
tential attacks mentioned in Section III.

V. PERFORMANCE EVALUATION

A. Evaluation Setup & Methodology

The performance evaluation is focused on two relevant
metrics: the latency caused by the SIGMAR adapter and the
resulting communication overhead. It was conducted using a
simplified evaluation setup shown in Fig. 4. It consists of a
bundle of representative sensors that are aggregated in a single
IEC 61162-450-compliant sender and an ECDIS acting as a
corresponding receiver. Initially, the communication between
both devices is inherently insecure because of the lack of
authentication. According to the system architecture described
in Section IV-C, a SIGMAR adapter is added to the sensor. It
operates as a signing gateway that adds signatures using its
private key while forwarding datagrams from the ingress (eth0)
to the egress (eth1) network interface (100Base-TX). Next, a
SIGMAR verifier complements the setup, which is responsible
for signature verifications using the adapter’s corresponding
public key. Technically, to bypass time synchronization issues,
a fully-equipped computer is used as an evaluation PC running
both instances, sensor and ECDIS assigned to individual
network interfaces, cf. Fig. 4. The adapter is installed on a
small, low-cost commercial off-the-shelf device, namely a
Raspberry Pi zero (1 GHz CPU, 512 MB RAM). We also used
a less resource-constrained Pi 4 (4x1.5 GHz CPU, 4 GB RAM),
particularly recommended for the central verifier.

Two setups are considered, each with NMEA 0183 data-
grams (captured from Deneb) and synthetic binary transmis-
sions. First, the original maritime system without additional
security instances serves as a baseline for the evaluation (origi-
nal), measuring latency and throughput from sensor to ECDIS.
Second, this setup is extended by SIGMAR. We differentiate
between pure datagram forwarding (passthrough) and actual
authenticated forwarding. The processing delay, including the
cryptographic signing process, is also separately recorded.
In these setups, we compare our solution against the MAC
approaches (IEC’s MD5 and a common HMAC) and also
include RSA as an ECDSA alternative for comparison.
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Fig. 5. Evaluation results regarding different cryptographic methods used for
authentication of IEC 61162-450 datagrams.

B. Results

The results concerning the latency induced by SIGMAR
adapters to the original IEC 61162-450 network are visualized
in Fig. 5(a). It is successively measured for 100 NMEA
datagrams for different authentication approaches. The orig-
inal delay for the transmission of datagrams from sensor to
ECDIS (≈ 0.53 ms) is included as a vertical baseline. The
figure shows the inherent network delay (blue) caused by the
addition of the adapter and the processing delay (red). The
latter contains latencies of datagram processing and of cryp-
tographic operations. As expected, increasing cryptographic
complexity leads to a significant increase in the overall latency.
The preferred ECDSA, with its advantages, turned out to be
very efficient and, compared to the MAC variants, achieves
a reasonable tradeoff between latency and cryptographic se-
curity. Regarding its RSA counterpart, ECDSA is orders of
magnitude faster. Furthermore, the more performant Pi 4s are
suitable for higher workloads (in the verifier). However, the
results of the Pi zero are considered to be sufficient in practice.

The corresponding latencies evaluated for binary transmis-
sions and the verifier are similar but not further discussed
due to space limitations. Instead, the overhead is investigated.
Fig. 5(b) shows the throughput exemplary extracted from the
traffic of the Deneb trace. It can be seen that the additional
overhead increase is relatively constant, depending on the
signature size of the respective authentication method. Apart
from that, the traffic pattern remains very similar. Even with
SIGMAR, only a low network capacity is required. Overall, it
can be concluded that, even with low-cost hardware, the cost
of our approach is acceptable and justifies the security gains.

VI. CONCLUSION

In this paper, we presented SIGMAR, a holistic security
framework for retrofitting authentication to nautical commu-
nication in the context of onboard maritime networks. It is

designed to remain compatible with the existing IEC 61162-
450 standard and extends it with digital signatures. Using
ECDSA, it is demonstrated to achieve reasonable performance
even with low-cost hardware. In our future work, we plan to
deploy our framework on a real vessel. We are also consid-
ering investigating the feasibility of our approach regarding
NMEA 2000 that is relevant for leisure marine applications.
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