N
UNIVERSITAT| ) JOSNABRUCK

Crypto CAN’t — Confidentiality and Privacy
for CAN/ISOBUS Networks in Precision Agriculture 1SOBUS

works.

Jan Bauer *, René Helmke “, Till Zimmermann “, Alexander Bothe *, Michel Lopmeier®, Nils Aschenbruck *

® Distributed Systems and °Competence Center ISOBUS e.V.

Introduction & Motivation

Modern agricultural machines and implements are equipped with numerous embedded sensors, producing extensive machine and
environmental data, which often contains personal and privacy-sensitive information. Data streams are transmitted via ISOBUS, an
internal vehicle bus that relies on the Controller Area Network (CAN) standard. However, neither ISOBUS nor CAN take privacy aspects
into account. Thus, particularly with respect to the increasing interconnectivity of machinery, serious privacy concerns arise.

Crypto CAN’t

Our data protection framework makes it possible to purposefully filter, manipulate, and encrypt T [—'ngbg}
CAN data streams for the sake of privacy and data sovereignty. Using CAN’t, all actors involved in e
the agricultural value chain, e.g., farmers, contractors, and employees, can contractually agree

on the type and information level of data they want to exchange during a certain process.
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Scenario 1: Process Orchestration Scenario 2: Field Sensing

* Business sensitive information
sensed during field operations

(e.g., yield data or

] application rates)

* Transport logistic during
grain harvest

* Positions required for —— . '
process optimization

* Privacy threat:  Data sovereignty threat:

 Boundless tracking of employees in road traffic e Data gathering by contractors or 3 party implements
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